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After the discovery of internet, computers, cloud computing and all the emerging software technology trends in the globe, it is true that these developments come with security threats. The threats pose a big challenge hence the need for cyber security. Cyber security is the guarding and protection of internet channeled systems including software data and hardware data from the foreign illegal access and cyber-attacks. Cyber security is a mechanism that is installed in place to ensure confidentiality, availability and integrity.
PART ONE
There are various security podcasts that take into account the matter of cyber security. For instance, the online security current podcast that is on a weekly basis is always on the forefront of updates on the whole matter of cyber security. There is also the take 1 Security podcast. It is a famous security updates platform that is aired by Daniel Miessler. Another online security podcast is Data Driven Security. The podcast is mainly concerned with the move towards invention and decision making through information security.
 The podcast is not that always updated and available as compared to the rest. It performs a great task in terms of information security. We also have Tripwire’s Security Slice Podcast. It is channeled and aired by Shelley Boose and helps in dealing with complicated threats on cyber security. Others include the ISMG network podcasts and Southern Fried Security Podcast. The first two listed security podcasts are highly recommended considering their contributions to cyber security awareness. I would highly recommend the author for any person who want know more about podcasts because the information the author gives out is rich in in facts. (Edwards, 2019).


PART TWO
A cyber security attack is an illegal access launched from one or more computers against another computer. One of the world’s worst cyber-attack was the attack when Adobe underwent critical hacking on its information Technology infrastructure. An estimated amount of 2.9 million accounts were stolen together with passwords, logins and expiration timelines. There was also the Yahoo attack that resulted to five hundred million accounts getting destabilized and affected.  The names of people, telephone numbers and dates of birth of many people were at the mercy of illegal and unprotected hands in the year 2014.
 In the same year on august, there was massive theft of one billion passwords. The hacking was lunched by Russian hackers. They used botnets that were programmed to access sites and carry out venerability tests to affect SQL vulnerabilities and gain access to databases. The listed attacks were successful and affected people across the globe. Just to mention other attacks that have gone to records include The South Korean nightmare, target targeted, Alteryx data leakage exposing one hundred and twenty three million households as well as the Adult Friend Finder Exposure. Various mechanisms of preventing cyber threats are basic. They include safe storage of data, ensuring that there is a strong sign off policy as well as doing risk assessments. It is also significant to insure an organization against cyber threats. I would not advice a client to pay for Ransom ware.
PART THREE
There are various network and server security policies that should be implemented to ensure that any data in the form of hard or soft copy is safe. Ant-malware protects devices from malware and fraud sites that contain viruses which can attack important data of a company or an individual. It is mostly the key cyber security tool. It acts like an anti-virus only that it is stronger as compared to an ant-virus. Most attackers focus mostly on the servers of any company. A server is said to be secured when its information and data are protected from unauthorized intruders. Some of these intruders hack the servers and cause distortion to the server data.  Any institutions that offer communication services have servers that carry the company’s meaningful data that should not be tampered with. Some of the mechanisms that can be implemented to ensure a secure computing platform include;
a) Firewalls – well established firewalls that protect servers from any external attack or hacking.
b)  Private networks within a company to ensure that data is available to specified users only.
c)  Installation of systems referred to us public key infrastructure. This system functions by recognizing, detecting and validating encrypting communication.
d) Conducting a monthly service auditing that serves to comprehend and detect expected attacks from intruders.
On the section of networks security and password hacking, the various companies in the globe should educate their users and implement the Router and switch security policy to reduce cases of hacking into protected and confidential data. The following questions arise when this policy is applied;
a) How frequent should password be changed?
b) To which extent should passwords be twisted for assured security?
c) What channels should be followed before one is given a remote access point-name?
d) Is it recommended for a company to block any private IP address?
e) Are there are enough back-ups in the case they are needed?
f) Do the company IT experts have any mechanisms for hardware replacement?
 These questions arise as a result of the protective role played by this policy in terms of ensuring that the company employees, data and information systems are all secured and fully protected against any intruders. The policy is originally believed to have been created by the SANS Institute purposely for the net access of the community. The questions posed above direct us on the supposed way of password structure and many other ways of ensuring server security of any given data from attackers (Boston).
PART FOUR
[bookmark: _GoBack]A host computer is a very strong large computer that performs extra-ordinary tasks that mini-computers cannot perform. Hardening of a windows virtual machine basically entails the whole activity of installing mechanisms to protect a computer system from attackers both on software and hardware data. Hardening will involve installation of antivirus software in to protect the data and hinder any illegal access. The other step of hardening will involve reducing the exposure of sensitive data that is copied to the clipboard. The next step will be the removal of less significant hardware devices. The other step that is very basic will be to limit the guest operating system to the memory of the host.
 The hardening process will also involve encrypting and configuring login stages for the guest operating system. It is also basic to protect user accounts with strong login passwords, enable serious strict lock down mode. Setting of strict timeouts is also a significant step in hardening of the software system. Accepting secure boot is also an important step in the hardening process. The other activities will involve securing vcenter serves and systems for the windows (M., 2015). It is evident that after enabling network security, server security, and hardening the host computer to the recommended standards, then cyber security will be confirmed and no more threats to hardware and software data.
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